CEMILE ERKUNT ILKOKULU MUDURLUGU
- 2020 /2021 EGITIM-OGRETIM YILI
WEB YAYIN EKiBI TOPLANTI TUTANAGI

Toplant1 Yeri : Ogretmenler Odas
Toplanti Tarihi ve Saati  : 08 /01 /2021
Toplant1 No 01
GUNDEM MADDELERI
1. Acilis ve Yoklama
2. Web Sitesi Yaym [lkelerinin belirlenmesi
3. Gorev Dagiliminin belirlenmesi
4. Kapanis

GUNDEM MADDELERININ GORUSULMESI

1. Okul Miidiiri Mustafa ARICI ve ekip baskam Hedike CELIK toplantiy1 iyi bir ¢alisma
olmas1 dilekleriyle agt. T.C. MEB Bilgi Islem Grup Baskanligmm 19/11/2012 tarihli resmi
yazisinin ekinde belirtilen “Okul Web Sitesi Yonetim Paneli Kullamm Esaslannin
19.maddesi ve T.C. MEB Egitim Teknolojileri Genel Mudiurliiginiin 27/09/2005 tarih ve
13822 sayili yazilan gere§i WEB SITESI YAYIN EKIiBI'nin &gretmenler kurulunca
belirlendigi goriilmiistiir. Yapilan yoklamada ekip dyelerinin tamaminm hazir bulundugu
gorildi.

2. Web Sitesi yayn Ilkeleri asagidaki gibi belirlenmistir;

a. Web Yaym FEkibi, web sitesi iizerinden, T.C. Devleti'nin siyasi rejimini, Devietin
gitvenligini, Tiirk Milleti'nin deger yargilarimi ve sosyal yapisimi riske atacak; T.C.
Anayasast 'na aykirn faaliyetlerde bulunulmasina izin vermez.

b. Web Yayin Ekibi, Atatiirk Ilke ve Inkaldplarimi esas alarak caligmalavini siivdiiriiv ve
bunlara ters diisecek davranislarin ovtaya ¢tkmasina izin vermez.

¢. Web Yayin Ekibi, web sitesine kisisellik kazandiracak faaliyetlerde bulunmaz,

d. Web Yaymn Ekibi, web sitesini karsit oldugu diisiincelere bir cevap aract olarak veya kisi
veya kurumlara uygunsuz ithamlarda bulunmak icin kullanmaz.

e. Web Yayin Ekibi, ziyaretci ve kullanicilarmin siteyi herhangi bir sekilde kisisel amaclari
icin kullanmasina izin vermez.

f. Web Yayin Ekibi, hazirlanan sayfalarda kullanmilan yazili ve gorsel materyallerin konu ile
alakal: olmasina dikkat eder

g. Web Yayin Ekibi, hazirlanan sayfalarda genel ahlak kurallari disina ¢ikalmasina izin
vermez.

h. Web Yaymn Ekibi, hazirlanan sayfalarin illegal ogeler igermesine, sivasi veya dini
propaganda amagl metinler veya materyaller kullanmilmasina izin vermez.

i. Sitede kullanilan her tiir gorsel ve isitsel matevyallerin 5846 Sayih Fikir ve Sanat Eserleri
Yasastna uygun olmasina dzen gosterir.

k. Web Yayin Ekibi, web sitesinin siirekli giincel kalmasi icin, caliymalariny hizli ve hatasiz
viiriitmeyi ilke edinmistir.

[ Web Yayin Ekibi, ziyaretci ve kullanictlaridan gelen kisisel olmayan elestiri ve dnerilere
actk. venilikei bir vaklasim benimser.




3. Web Yayin Ekibi tiyelen gérev dagilimi asagida belirtildigi gibi olmasi kararlagtiriinustir;

Mustafa ARICI Okul Mudiiril Ekip Baskani, meb.k12.tr Yoneticisi
Hatice BUYUKSAR Miidiir Yardimecis: meb. k12.tr Yoneticisi

] ) meb.k12.tr Yoneticisi
Hedike CELIK Smuf Ogretmeni Fotograf ve  Gorsel Materyal

Sorumlusu

Burak OZDEMIR Simif Ogretmenti Yaz1 [sleri ve Igerik Sorumlusu
Deniz ERDEM Okul Rehber Ogretmeni | Rehberlik Bolima Sorumlusu
Zeynep AYDIN Suf Qgretmeni Yabanci Dil Icerik Sorumlusu

EKIP UYELERININ GOREV TANIMLARI;
Ekip Baskani: Ekip Bagkani olarak, ekip tarafindan gerceklestirilen her tiirhi web tabanl -
proje ve Onerinin hayata gecirilmesinde, yayin usuliine uygun olarak gerekli onay1 vermek ve
bu fikir ve tasanlarm, ger¢eklesme siiresi boyunca genel kontroliinii yapmaya yetkilidir.
Gerek gordigii takdirde herhangi bir projenin durdurulmasi yetkisine sahiptir.
Meb.k12.tr  Yoneticisi: Web  sitesi  haber-duyuru  paylasimi, menil
diizenlenmesinden ve fotograflarin yikklenmesinden sorumludur.

Yaz Isleri ve Icerik Sorumlusu: Web sitesi sahip oldugu tiim yayin icerigini kontrol ederek,
bunlarla ilgili ¢esitli kisimlar degistirtme yetkisine sahiptir. Gerek dil yapisi ile ilgili olsun,
gerekse icerikte mevzubahis olan herhangi bir yaz ile ilgili olsun, yanlishklarm ve
eksikliklerin diizeltilmesinde yetkilidir.

Fotograf ve Gorsel Materyal Sorumlusu: Site igeriginde kullanilan tiim fotograf, resim vb.
gbrsel nesneleri; bizzat kendisi tarafindan cekilmesi, herhangi bir kaynaktan temin edilmesi
vb. yoluyla elde ederek, bunu site igerifinde veya tasarirmnda kullandirmaya veya gerekli
gdrdiigi, site agisindan olumsuz gérsel dgeleri gikarmaya yetkilidir.

Rehberlik Boliimii Sorumlusu: Web sitesi igernisinde yer alan “Rehberlik BoHimii” icerigini
olusturma ve dilzenlemeyve yetkilidir.

Yabanel Dil Icerik Sorumlusu: Web sitesinin yabanci dilde tim yaymn icerigini siteye
yikleyip kontrol ederek, bunlarla ilgili ¢esitll kisimlan ekleme ve degistirtme yetkisine
sahiptir. Gerek dil yapisi ile ilgili olsun, gerekse icerikte mevzubahis olan herhangi bir yaz: ile
ilgili olsun, yanliglhiklann ve eksikliklerin diizeltilmesinde yetkilidir.

yapismin

4. Okul Miidiirii Mustafa ARICI ve ekip bagkan: Hedike CELIK iyi dileklerle toplant: sona
ermistir.
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CEMILE ERKUNT iLKOKULU MUDURLUGT
2020 /2021 EGITIM OGRETIM YILI
eTWINNING OKULU TOPLANTI TUTANAGI

Toplant Yeri : Ogretmenler Odast
Toplanti Tarihi ve Saati  : 08/12/2020
Toplant1 No 11

GUNDEM MADDELERI

1. Acilis ve Yoklama

2. eTwinnig Okulu Daveti
3. eSafety Calismalan
4, Kapanig

GUNDEM MADDELERININ GORUSULMESI

1.

Okul Mtudirti Mustafa ARICI tarafindan glindem maddelerini goriismek {izere toplanti acilisi
yapildi.

Miidiir Yardimeis1 Hatice BUYUKSAR yiiriitmiis oldupumuz eTwinning projelerinin bagarilt
bir gekilde tamamlanmasi ve kalite etiketi ile ddiillendirilinesi sonucunda "eTwinning Okulu"
olma daveti aldigimz belirtti. Sinif Ogretmeni Hedike CELIK isbirligi icerisinde ¢ahismanm ve
birlikte hareket etinenin bagarili bir siire¢ icin Snemli olduguna dikkat cekti. Okul Midiirti
Mustafa ARICI eTwinning portalina tiye olmanin okulun, eTwinning aktivitelerinde aktif bir
isbirligi oldugunu gostermesi gerektigini ifade etti.

Okul Mudirtt Mustafa ARICT tarafindan e-glivenlik ile ilgili hususlar hakkina bilgi verildi.
Cagimizin en onemli iletisim araglarindan biri olan internetin, bilingli kullamimi, zarark
iceriklerinden korunma, siber zorbalik ve istismarm Snemli bir hal aldigini, bu baglamda
¢ocuklarimizin internetin zararl iceriklerinden ve istismarlardan korurimasi igin okul politikasi
olusturulmasinin faydali olacagr belirtti. Okul Mudirli, Midiir Yardimeist ve retmenlerin
katkist alinarak "e-giivenlik okul politikast ve kurallart" olustaruldu. Miidtir Yardimeisi Hatice
BUYUKSAR okulda fotograf/video gekimleri kapsaminda dikkat edilecek hususlar hakkinda
bilgi verdi. Okulun muhtelif yerlerine uyart levhalarinin asitacagum belirtti. Okul Miidiirii
Mustafa ARICI Milli Egitim Bakanligi tarafindan yaymmlanan "Sosyal Medya Kullammi"
hakkinda bilgi vererek dikkat edilecek hususlara degindi. Stnif Ogretmeni Zeynep AYDIN okul

icinde cep telefonu konusunda hassas davranilmasi gerektigini ifade etti.




Miidiir Yardimeis1 Hatice BUYUKSAR eSafetylabel.eu adresinden degerlendirme ¢alismalarinin
yapilarak gilivenlik etiketi almanin 6nemli” oldugunu belirtti. Difer Ggretmenlerin de siteye lyé
olmasinin bonus puan getirecegini sdzlerine ekledi.

Suuf Opretmeni Burak OZDEMIR giivenli ve bilingli internet kullanmu konularina derslerde yer

verdigini, miifredata entegre ettiini belirtti.
4. Okul Miidiirii Mustafa ARICI ‘nm iyi dilekleriyle toplanti sona ermistir.

ALINAN KARARLAR:

1. Gilivenli internet kullanimi ile uyart levhalarin okulun mubtelif yerlerine asilmas: ve siireklt
olarak kalmasina,

Okul smirlart icerisinde izinsiz fotograf/video ¢ekilmemesi konusunda hassas davranilmasmna,
eTwinning faaliyetlerinin yayginlastiriimasina,

Giivenli internet giinii kapsaminda cesitli etkinliklerin yapiimasina,

Veli ve 0grenci bilgilendirilmelerinin yapilmasina,

e-Giivenlik konularma derslerde yer verilmesine,

A -

eSafety etiketi konusunda ¢alismalarin devam etmesine, etiketin altin seviyeye ulagmasi igin

gerekli gayretin gdsterilmesine KARAR VERILDI.

Hedike CELIK Zeyndp AYDIN  Burak OZDEMIR

Hatice BUYUKSAR

Miidiir Yardimcisi 2/B Sinif Ogretmeni 3/A Simif Ofretmeni  Sumf Ogretmeni

. TR \“3;}:‘

Okl Midiirt
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“Twinning

eTwinning Okulu
eSafety Label Etiketi kazanin.

¢ Twinning
SCHOOL

» eSafety Label portalina ¢evrim igi

olarak www.esafetylabel.eu adresinden ulasabilirsiniz.

» eSafety Label portalina okulunuzu temsilen ye olunuz

ve okulunuzdaki dier 6gretmenlerin de iiye olmasini
saglaymiz.

» ESafety Label portalimi kesfedin, en son haberleri okuyun, bilgileri kesfedin, eSafety
etiketinin gerekliligini 6grenin. Forumlan okumaya baglaymn, katilin ve etiketinizi almak
Icin akreditasyon siirecine baslaymn.

* Bilgi ve deneyimlerinizi paylasin, eSafety bilgi formlanna dayanarak 6z degerlendirme
stirecinizi hazirlaymn ve son olarak degerlendirme anketinizi doldurunuz ve génderiniz. Bir
etiket aldiktan sonra, 18 ay boyunca gecerlidir ve 12 ay sonra degerlendirme siirecini

yeniden yapabilirsiniz.

e-Gitvenlik Farkindahg: Olusturun.

+ QOgretmen ve 6grencilere dijital bagimhilik, e-giivenlik konusunda
bilgilendirme etkinlikleri yapmiz.
* Velilere e-giivenlik ile ilgili bilgilendirme ve farkindalik

caligmalan yapimiz.

¢ Okulun tiriine gore e-giivenlik egitimini Hayat Bilgisi, Sosyal Bilgiler,
Bilisim Teknolojileri vb. derslere entegre ediniz.

* Taginabilir cihaz ve cep telefonlarmmn okulda kullanmm ile 1lgili okulun bir politikasin:
olusturunuz.

+» Okulunuzda 6grencilerin, okul personelinin ve velilerin fotograflarimin ¢ekilmesi, onlarin

fotograf cekmesi ve yayinlamalarinin denetimi ile ilgili bir politika belirleyiniz.

* Okulunuzun giriginde izinsiz cep telefonu kullanmak ve fotograf ¢ekmekle ilgili uyan

levhalar yerlestiriniz.

» Giivenli internet giinii etkinlikler kapsaminda caligmalar yapiniz. (Okul panolarina veya

duvarlarina glivenli internet giinii afigleri asimz veya pano ¢aligmasi hazirlaymniz.)

+ Okulunuzun givenli internet haftas: etkinliklerine katildiina dair levhay1 okulun girigine

veya rahatlikla gérebilecek yerlere asiniz.




» Okul web sitesi yénetim paneli - menii ana

sekmesi - projeler sekmesi altina;

eTwinning projeleri
eSafety Label web sitesi baglantilarini

eSafety Label etiketinin baglantilarim

veriniz.

Okul web sayfamizin menii sekmeg]

yollarnt ekleyiniz. ( eTwinning ile

aktivitelerin sergilendigi bdliim olusturunc |

* Web sayfasiniz ana ekranina baglanti ekleyi

+ Okulumuz hakkinda boliminden g
baglantist yapmiz. (YoOnetim Paneli
Menii>I¢erik Yonetimi>Okulumuz Hakki

Bolimiinden Galeri Baglantist Yapiniz.)

* Okul web sayfanizda, e-giivenlik ile ilgili
yapilan veli, 6grenci, dgretmen egitimler:,
bilgilendirmeleri, proje caligmalari, giivenl

internet haftas: etkinlikleni vb. etkinlikler1

paylasmiz.

Mesleki Gelisimi Faaliyetlerine Katihin.

+ Bolgesel, ulusal veya Avrupa diizeyinde bir eTwinning

mesleki geligim aktivitesine (¢evrimigi veya yliz yiize)

katilin.

* eTwinning portalinda eTwinning mesleki gelisim




eTwinning Aktivitelerine Katln.

+» eTwinning aktivitelerinde (mesleki geligim, tanitim, projeler,
etkinlikler) eTwinning 6gretmenlerinin etkilesim i¢inde
olmasina dnem veriniz.

» Okulunuzda / yerel, bolgesel veya ulusal diizeyde diizenlenen

eTwinning tanitim etkinliklerine katilin.

eTwinning ve Okulun Stratejik Gelisimine Olan Katkisini Artirin

* Okulun internet sitesinde eTwinning aktiviteleriyle ilgili
aciklamalar yapimiz.

* Okulunuzun web sitesinde eTwinning logosu ve faaliyetlerle
ilgili paylasimlar yapimz.

* Okulunuzda yapilan eTwinning etkinliklerine velilerin, okul
personellerinin ve dier paydaslarin katilmalarini saglaym.

* Okul tamitimlaninda eTwinning faaliyetlerine atifta bulununuz.

Dogruluk Beyan Formunu Sisteme Yitkleyiniz,

* Dogruluk Beyan Formunun bir ¢iktisim T S L S i S s e
aliniz.
* Formun ilgili alanlan doldurunuz, okul w .

mudiiri tarafindan imzalanmasimin
ardindan miihiir / kase iglemlerini g

tamamlayiniz ve sisteme yiikleyiniz.
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CEMILE ERKUNT PRIMARY SCHOOL E-SAFETY PLAN

Especially with the technological developments of recent years internet is an
indispensable part of everyday life has become. Computers and smart the spread of phones to
access the internet with having access is very widespread both the time of daily use as pretty
has increased. Among people with this condition ease of access to communication and
information a number of disadvantages, such as that provided brings. Especially school age
our children,on the basis of both of their uncontrolled internet usage cause you to experience
both physical and mental health problems they can be. In front of the computer for a long time
pass the time by playing online game in children, eye, spine, and disorders of Nov with
physical problems such as, inability to focus, moodiness, such as mental health problems can
be observed. These problems, in addition, access to the internet consists of pomography,
cyber bullying, harassment dangers, such as pretty big also preparing the ground. Children
with whom interviewed on which platforms, check such big unless specified problems are
likely to arse.

This kind of problems in order to cope with European Union In 1999 within the
commission's safe The internet program was created. This program under in Europe in 2004,
total 31 countries Provides coordination of Safer Intemet Centre European network called
insafe network of Safer Internet it was founded. The purpose of the setup of this network of
the internet conscious and safe to use lead awareness activities it is important to. In addition,
by the insafe network each Secure organized in the month of February of the year Internet
Day (GIG) in 2004 since IS held. In Our Country, Safe Internet First day activities in 2010
began to carry out.

E-SAFETY POLICY

Internet depending on use, our children you are facing physical and mental to deal with
the problems that school-family collaboration the creation, together with the measures to be
taken and this for consistent implementation of the measures is essential.

Of the internet negative children against the dangers to protect themselves, them with
the necessary knowledge, consciousness and behavior may be obtained, and should give the
gains to become permanent must be provided. e-Twinning projects we've done in the portal
with our families under the control of a computer, tablet or phone to the internet during
designated hours to be entered are provided. Children in our school also at the beginning of
the internet for hours, spend time meeting to raise awareness among their families in the name
of preventing and are interviewed. These events parents with more quality time with therr




children have the possibility to migrate. Children to spend the necessary time with the parents
also they are spending less time on the internet. The purpose of our school permanent
behavior change. This therefore, the school policy for our students from damage and from the
dangers of the internet to protect applications in a stable manner we perform.

E-SAFETY CURRICULUM

1. Students by school guidance teachers seminars on safe internet use are provided.

2. Including social media into their course curriculumn thoughtful use of the internet associated
with renewed all of our teachers with information updating by is provided.

3. The proper use of technology in courses, and the internet the teachers in the safe use being
done to inform our students by activities to create awareness are made

4. Electromagnetic pollution in schools and the Ministry of National Education places great
emphasis on internet safety.

5. Special education and guidance Services General Directorate of brochures prepared by
students are shared.

6. Posters prepared by the school on school board are exhibited.

7. For families, children and adolescents, controlled, limited to use the internet and for the
purposes for Information Studies what we're doing.

CHILDREN E-SAFETY PRECAUTIONS AND ADOLESCENTS

1. Families to use the secure internet package it is suggested.

2. User profiles on the computers in the family the creaticn would be useful it is stated
that.

3. Homes promote the use of limited internet packages to guidance are made.

4. Use awareness practices for the priority of this fopic in lessons to develop are
provided.

5. Parents control paths and technological opportunities related to raise awareness and
develop the necessary applications from the University and to promeote it is important to
seek help from academics.




SCHOOL WEB SITE

Cemile Erkunt Elementary School on our website as our school's address , phone , fax and

email address information. General the school principal is the responsibility for the
publication accuracy and reliable of the publication whether you are published after the

review. School all content published on our website the director of the school after the
approval by the examining the site is made. Our school strong security measures web
site based was established. Students student code of conduct and our parents by taking the

permissions of published. School online safety and risks to our web site information is shared
about ways of prevention.

SAFE AND INFORMATICS TOOLS USE OF THE INTERNET

Internet become shortest and the easiest way to access to information has come. School online
our school curriculum and optimally integrated in a secure manner we are using.

Our school all our computing devices the required filter in accordance with our usage
policy we are able to make safe.

School our staff', students and parents effective and the use of efficient online tools have been
informed about.

E-security in our annual cyberbullying certain classes of by including it in the plans on these
issues over the years necessary students-are informed.

Online training materials for making a big contribution where actively used.
Safe intemet by different events on the day it is celebrated i our school.

Qur school all the relevant measures on the internet safe have been taken.

MOBILE PHONE USE

1. Year head teachers at the board meeting the use of a mobile phone were
discussed. According to the decision, teachers lessons to perform activities in mobile they can
use the phone. Cell except for emergencies it was decided not to use the phone.

2. Students are allowed to use cell phones in school is given. Brings a cell phone to
school for any reason cell phones student by the school administration closed taken delivery
and at the completion of the course, the student by a parent or guardian is delivered.

3. Students in class the teacher only technological equipment for the activity
applied they can bring. Devices under the supervision of the teacher they can use it.




OUR SCHOOL’S PHOTOS OR VIDEO TO BE TAKEN AND PUBLICATION

1. At our school, Students school their picture on the official website, on the eTwinning
portal, school fliers, educational content studies and projects, etc. sharing the parental consent
document is retrieved. With this document, parent child's class pictures to be shared (e-
safety to) within the framework of the M. E. B. Circular No. 2017/12 will allow.

2. In sharing in the internet environment, the faces of the children won't have certain
regulations (blur, his face with emoji shutdown) is done.

3. In the days and weeks to specific activity programs (National holidays, such as
November 10, activity) outside of employed those that are rendered by the school
administration by people outside school and school garden within the boundaries of photo and
video the shot can be made. This prohibition includes a student other photo and video capture
of a student in case she wants is also true.

4. Published by picture and school officials the personal information of the students in
the video are strictly should not be included.

5. Capture this photo of our school policy on in order to specify to the entrance plate are
suspended from school.

SCHOOL STAFF

1. School personnel; internet ethics, internet use, esafety label, about eTwinning
professional development from the portal (https://www.etwinning.net) eba online
training from the portal(hitp://etwinningonline.eba.gov.tr) online seminars, online
professional development participate in activities and courses. Also European Schoolnet
Academyhttps://www.europeanschoolnetacademy.eu) participate in professional development
courses on the platform.

2. School teachers by teachers the use of the internet, cyber bullying, cyber seminars are
given on security issues.

3. Online security (e-Security) the policy of participation of all employees officially a
part of our responsibility is the protection strengthened and as will be highlighted.

4. Qur school celebrated Safer Internet Day. Awareness with the students in this
process organized panels organized activities. The corridors of the school brochures and
school posters are exhibited. Students by teachers Information Studies is made.




SOME IMPORTANT WEB-SITES

More Safer Internet Centre (gim.org.tr) - Safer Internet Centre official
page. http://guvenlinet.org.tr/tr/

Safe Web - (guvenliweb.org.tr) - online security issues awareness of the portal.

Safe Children (guvenlicocuk.org.tr) - For children under 13 years of age game and
entertainment portal.

Report Web - (ihkbarweb.org.tr) - telephone line for illegal content.

Internet BTK (internet.btk.gov.tr) - Awareness of internet and it in the act portal.

SID Page (gig.org.tr) - Safer Internet Day In Turkey official page. Was introduced to parents
and students student and parental educational and informative in here videos ,presentations
are followed. Read our variety presentations were prepared by using web2 tools, dashboards
with families has been prepared. hitp://guvenlinet.org.tr/tr/ from the page have been utilized
for information purposes.




CEMILE ERKUNT Primary School Mobile Phone Policy

Pupils are not permitted to bring mobile phones to school. If a child
does bring a mobile phone to school, it will be taken by the teacher and
returned at home time. If a child has his/her mobile phone confiscated
three times, it will be kept in the school until a parent/guardian comes to
collect it.

If a teacher has any suspicion that a mobile phone has unsuitable
material stored on it, parents will be informed. Where there is a
suspicion that the material on the mobile may provide evidence relating
to a criminal offence the phone will be handed over to the gardai for
further investigation. Parents will be informed in such circumstances.

The school will incorporate this policy in the school’s discipline policy
and will treat breaches as they would treat any other breach of school
discipline.

The school accepts no responsibility for replacing lost, stolen or
damaged mobile phones.

Pupils using mobile phones to bully other pupils or send offensive
messages/calls will face disciplinary actions as per the School Code of

Behaviour.

It should be noted that it is a criminal offence to use a mobile phone to
menace, harass or offend another person.

-~ 10/01/2021




Jesarer tabel eSafety Label - Action Plan

infrastructure, peilicy and practics,

Infrastructure
Technical security

> You urgently need to getvirus protection for devices that nead to be protected on the school network and
adapt consistent schookwide practice on virus protection. jJust cne infected device can contaminate the scheol's
whaole network and certain types of virus can even save illegal content to vour server.
You should also include a paragraph on virus proteciion in both yvour school pelicy and your accaptabie Use
Policy, and ensure that staff and pupils rigorously apply school guidelines. Chack cut the fact sheet on Protacting
your devices against malware st www.esafetviabel eu/aroup/community/protecting-your-devices-against:

malware,

Pupil and staff access to technology

¥ Since staff and pupils can use thelr own eguipment on your schoaol network, itis important to make sure that the
Acceptable Use Policy is reviewad regularly by all members of the schaol and adapted as necessary. t must be
discussed with pupils at the start of each academic year so that they understand what is In place to protect them
and their privacy, and why, Base the policy around behaviour rather than technoelogy. Visitors must also read and

sign the Acceptable Use Policy before they use the school's network.

* To have a pelicy that does neot allow staff and pupils to use USB sticks is sensible and cautious but sometimes
there are instances when use of USBs/fremovable media might be accepitable. To ensure that secure systems
are maintained to the highest standards, include in your Acceptable Use Policy some information on use of
removable storage devices. Check the fact sheet on Use of removable devices at

www.esafetylabel.eu/group/community/use-of-removable-devices to rmake sure you cover all security aspects.

* You should organise a meeting with other teachers so you can discuss how the school could use social media
and digital devices as an aid to leaming in the classroom. Look at the sutcomes and report from the SMILE

project (Social Media in Leaming and Education, http://www.eun.org/teaching/smile) to learn more about using

social media in the classroom.

Data protection




stafl’s and pupils’ private dats is a fundamental role of the school. We recommend that your appointed eSafety
manager/ICT coordinatar, together with the staff and a technical expert, define and implement a strategy for

separating learning and administration environments or ensuring the equivalent highest level of security

petween them, Read the fact sheet on Protecting sensitive data in schools at
1t

* lis good that your school provides training materiais on the Importance of protecting devices, especialy
portable ones. Please consider sharing those with others through the in |, Ao ensures that your materials ars

regularly reviewed to ensure they are in line with the state of the letest technology.

£

Your new users are given a standard password and are asked 1o genergte thelr own password on their first
access. Passwords offer unique entry points into the school computing system and some basic rules of
password security should be rigorously spplied. For further information, read the fact sheet on Safe passwords at

www.esafetylabel.eu/group/community/safe-passwords.

include these rules in your Acceptable User Agreement and avoid giving new users a standard “first access”

password.
Software licensing

» ltis good that you can produce an ovendew of installed software and their licences th a short time frame with the

help of several people. Considar centralising this.

» Yourschoolhas set a realistic budge! for soffware needs. This is good. Ensure that it remains this way, You

might also want to look into altematives, e.4. Cloud services oropen software.
IT Management

¥ Itis good practise that your arg training and/or providing guidance in the use of new software that is instafled on
school computers. This ensures that school members will take advantage of new featuras, but also that they are

aware of secunty and data protection issues where relevant.

Policy
Acceptable Use Policy (AUP)

# ks good that you have an Acceptable Use Policy for all members of the schosl community. Regularly review the
AUP to ensure that it is still fit for purpose; fo ensura that your AUP is sufficiently comprehensive, taka a look at

the fact sheet and check list on Acceptable Use Policy at www.esafetviabeleu/group/community/acceptable-

-poficy-aup-.

> I your school policy ssuas are reqularly discussed. This is good practice as it ensures staff and pupils are aware

ofthem. Do pupils and staff also have o sign related documents to confirm their awareness?

* Itis important that school policies are up-to-date. Ensure that 2 mechanism s in place which ensures that they

are revised af least onge a year, Also ensure that they are revised when changes that could affect them are put




> Itis excellent that eSafety is an integral part of several schocol policles. Do all staff make reference to it when

_ appropriste through their teaching? Look for examples of good practice and share thase with staff and pupils.
Produce a short case study to highlight this good practice and upload it to your profile on the eSafety Label partal
via your My school area as inspiration for other schools.

Reporting and incident-Handling

» Chack that your Schoal Policy includes all necessary informaticn for teachers about handling issues when pupils

knowingly or even inadvertently access illagal or offensive material anline by going o the guidance set out by the

feacht . n website nyur.com/9i86v84). If such Incidents arise in vour school, make sure you
anonymously filt out the eSafety Label Incident handling form (www.esafetvizbeleu/groupfteacher/fincident-

handling} so that other schools can benefit from your experience.

> Kis good practice to log cyberbullving incidents that occurin your schoal centrally, as you are contributing to
bullding a data base of successful incident handling practices from schools across Burope that yvou and others

can use in future. Make sure that puplils sign up to ant-bullving quidelines in your Acceptable Use Policy.
Staff policy Pupil practice/behaviour

> The curricula is too tight for pupils to shape school activities with what is going on in their dally lives. This is
important as pupils will be more engaged and it also allows the teacher i recognise real life issues. Explore the
possiblitties of & flipped classroom and/or let them share information on their mediz usage and thelr problems as

part of their homeawork,

» Yourschoo!l has 2 school wide approach of positive and negative consequences for pupii behaviour. This is good
practice, please share your policy via the My school area of the eSafety portal 50 that ather schools can leam

from it.

School presence online

> Having an official school page on some ofthe more widely used/popular social networking sites can be useful for
parents, pupils and the broader public if you use I to publicise your actions and events. However, exercise carg

when sefting this up to ensure that someana from the school has control over posts ete, Check the fact sheet

on Schools on social networks (www.esafetylabel.eu/group/community/schogls-on-social-networks) for further
information.
¥ We recommeand that you nominate a web-axperienced staff member to pericdically check the schools anline

reputation by camying out an internet search for the name of the school Remember that this is the image that

prospective parents will receive when they search for your school eniing.

Practice
Management of eSafely

> Ensurea that the govemor or board member appointed for eSafety has the opportunity to receive regular training




www.es afl lLeu/group/communi hookpolicy.

> 'Technoid'gy‘aevéiopsurapid!y. kis good 'practic'e that the member of staff resp—onsib!é foriCTis regularly sentto

trainings and/or conferencas to be aware of new faatures and risks. Check out the Better Intemet for Kids portal

to stay up to date with the latest trends in the online worid.
eSafety in the curriculum

itis good that cyberbullying is & topic within the curriculum of older puplls. Unfortunately, however, it is alse an
issue that very voung pupils are faced with, Try to discuss this with puplils from a very early age, maybe in the

form of role plays. Also check the according fact sheet for more information.

While it is good that you discuss consequences of online actions terms and conditions, onling payments and

cepyright with older pupils, consider discussing these also with young pupils.

It is commendable that vou are able to provide an eSafety curriculum that keeps up with emerging issues.
Continue to make use of new resources as they ere made available. Can you upload o your school profile an
outline of haw you design the curdculum and links to some of the resources you use - this would be most

helpful for other schoals.

Extra curricular activities

How do you organise peer mentoring among pupils on eSafety? Check out the resources of the ENABLE project

and share yourideas in the forum of the eSafaty Label community so that other schools can benefit from your

axperience to astablish a similar approach.

Use Safer Intemet Day as @ machanism to get the whole school community involved with online safety. The
information and resources available at www saferintemetdav.org offer an ideal opgortunity to promote peer

advocacy activities,

Sources of support

> Kis iImponrtant that pupils have a trained staff member to turm to in case of issues. Explore the feasihility of having
a staff member take this role and traln him/her if needed an eSafety related issues. Bear in mind that online and

offline issues are often linked.

Staff training

Your school makes sure that every teacheris trained on cyberbullying. Please share resources that are used in
these frainings via uploading them to your My school area. Are vou also manitoring the eifectthat this training

had on the number ofincidents?

Al staff need to be regularly updated about emerging trends in eSafetyissues. Consider a needs-analysis to
determine what different staif need from their training and consult the eSafety Label portal to see suggestions for

training courses st www.esafetylabel.eu/group/community/suggestions-for-online-training-courses.




for us to know If vou are Improving eSafely in areas not mentioned in the guestionnalire.

upioad evidence of such ¢hanges via the Upload evidence on the My schoaol area ssciion

T EEatery Worial HemEMBEY, THA {ahmpiston OF the Assessment Form I8 FIEE B8R

Accreditation Process, because the unlead of evidence, yvour exchenges with
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